ownCloud
ownCloud’s Data

Encryption 2.0 Model

Data protection is a critical requirement for all enterprise-grade file sync and share solutions. It is the
foundation upon which trusted parties share information. ownCloud raises the bar on encryption flexibility
with the release of Encryption 2.0. In addition to unprecedented flexibility and modularity, Encryption 2.0,
provides robust server-side encryption for data at rest. ownCloud’s open architecture also integrates with
toolkits such as OpenSSL to protect in-flight data, and can be easily extended to support other advanced
security requirements such as client-side encryption.

ownCloud’s
Encryption 2.0 Model

ownCloud has updated the encryption app
to add additional modularity and flexibility
into the overall encryption architecture.
Customers are no longer bound by the out of
the box encryption module, and are able to
implement precisely what they need for
their environment, regulatory requirements,
and business processes. With these enhan-
cements ownCloud has improved the enc-
ryption app to make it more modular and
customizable than ever before.

ownCloud gives customers the two things
they want — the ability to manage their enc-
ryption keys in their own key stores, and the
ability to customize the encryption behavior
to meet their needs.

ownCloud is the only vendor that provides
this capability. By unlocking the key
management from the encryption algorithm,
Encryption 2.0 provides the flexibility to
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Figure 1: ownCloud's Encyption 2.0 Model

change encryption behavior and adapt as
customers’ needs and regulatory require-
ments evolve. Moreover, with Encryption
2.0, ownCloud can now support more than
one encryption module at a time —to give IT
the flexibility and control they need.

Core ownCloud
Encryption Model

Referring to Figure 2, ownCloud’s server-
side encryption application performs the
following functions:

e ownCloud automatically generates a
4096-bit strong private/public key-pair for
each user. Private keys are encrypted with
the user’s login password using AES-256

cryptography.

Note: users sometimes forget their
passwords. ownCloud allows administra-
tors to optionally enable a recovery key
feature that can be used to restore data
access in the case of a lost password. The
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recovery key feature is enabled centrally,
after which each user can choose whether
to enable it for their ownCloud account.

When a new file is added or sync’d,
ownCloud generates an associated
file-key and uses it to encrypt the file
using AES-256. Thus, every file known to
ownCloud has a unique file-key.

ownCloud also encrypts the file-key itself
using the public key of each user who can
access the file. The result of this encryp-
tion is one or more share-keys. Each user
has a unique share-key for every file s/he
can access.

When an authorized user asks to access a
file, ownCloud decrypts the file-key with a
combination of the user’s private key and
the appropriate share-key, then uses the
file-key to decrypt the physical data file.

When a file is subsequently shared with a
new user, the file-key is again encrypted
with the new user’s public key to create a
new share-key. Although this abstraction
requires ownCloud to re-encrypt the
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Key Management and Encryption Algorithm unlocked for flexibility to enable
enterprise key store integration and different algorithms. Also supports multiple

encryption apps for compatibility and flexibility.
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With ownCloud’s Encryption 2.0, Customers Can Implement Their Own Key Management in Their
Encryption Module or Use the Basic Encryption Storage Provided by the ownCloud Core
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Figure 2: ownCloud's Server Side Encryption Functions
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Itis optimized to perform well even when
an organization has many users and very

. For more information also check out the
large files.
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